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If you knew
the future,
what would
you do?

Rebecca Ryan

T

his is a trick question because there is no single,
predestined future. The future emerges as a blend
of external forces (events or trends beyond
your control that impact you, such as a hurricane,
health diagnosis or unseen political uprising)
and internal forces (actions you take to impact
your future or the future of your community,
such as learning a new skill or adopting a new
technology).
No one knows the future. But we can imagine
plausible futures, reasonable scenarios that could
happen in the coming years.
During her keynote address at the Association’s
Annual Meeting, Rebecca Ryan, a futurist, author and economist, will discuss how municipal leaders can be ready for
the challenges of the future. She will share some of the tools
and techniques futurists use to look into the future and to
imagine what their communities could become under various
conditions.
Looking at the forces and trends already at play in South
Carolina, it’s interesting to consider:
• What resources are critical to our communities’ future? Are
any of these resources being threatened now? Can we imagine
scenarios in which they are threatened?
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• What technologies could vastly improve the
lives of South Carolinians? What technologies
exist today that could forever alter our future?
What investments are we willing to make in those
technologies?
• What will life be like in South Carolina a generation from
now if current demographic forces continue to play out? For
example, by 2030, the 65 and over population is expected
to make up 22 percent of the state’s population compared
to only 12 percent in 2000. How will local government
respond to an aging population? Do we have enough
working people in our communities to remain attractive as
cities for all ages?
• What will residents expect of local government in the next ten
years? Twenty years? How will that impact how we serve them?
Future, page 4 >
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Two memberships
open for 2016

T

he key to economic growth in a
city is a vibrant central business
district. Main Street South Carolina,
a program of the Municipal Association,
can be a valuable resource for cities
looking to develop a long-range strategy
and implementation plan for revitalizing
their downtown business districts.
Beginning on September 1, Main
Street South Carolina will accept
applications from communities to enter
the program in 2016. The application
process for becoming a Main Street city
is competitive, with only two openings
available for the upcoming year. The
application deadline is October 15.
Using a proven national model that
includes involvement from businesses,
residents and local officials, Main Street
South Carolina provides its members with
guidance to revitalize downtowns and
neighborhood commercial districts into
vibrant centers of commerce. These efforts
focus on the local economy by improving
the community image, developing cohesive marketing and promotion strategies,
and creating an effective organizational
structure.
In January 2015, Main Street South
Carolina introduced a new structure to
expand the program’s reach. It maintains
the same level of intensive service and
technical assistance for new members.
More experienced members have the flexibility to select the services most useful to
them from a menu of services to address
their individual needs.
Communities accepted to the program
enter a three-year intensive “boot camp.”
During the first few months in the boot

camp, a team of revitalization professionals conduct a baseline assessment visit to
identify the downtown district’s strengths,
weaknesses and opportunities for
improvement. The team’s written recommendations serve as building blocks for
the community’s revitalization efforts.
Being part of Main Street South
Carolina challenges community leaders
to innovate and energize the process
of downtown revitalization with fresh
ideas. “For cities to be successful in their
downtown development efforts, they must
capitalize on changing trends, demographics and economies. Main Street
South Carolina gives cities the tools to
do just that,” said Beppie LeGrand, Main
Street South Carolina manager.
Currently 14 municipalities are
members of the Main Street South Carolina
program. They range in population from
3,120 to 44,000. Because of the program’s
comprehensive approach, the strategies can
be applied to cities of any size.
Main Street SC has worked with
communities for 30 years and is accredited
by the National Main Street Center. For
more information, visit www.masc.sc
(keyword: Main Street) or contact Beppie
LeGrand at blegrand@masc.sc.

Current Main Street
South Carolina members
Beaufort • Bennettsville • Gaffney
Georgetown • Hartsville • Lancaster
Laurens • Manning • Orangeburg
Pickens • Summerville • Sumter
Williamston • Woodruff

Cities don’t have to go it alone

N

ot every city wants to or is capable
of directly providing every program
or service needed to meet residents’
needs and state/federal mandates. So what
are the options?
In South Carolina, local governments
have three options: provide the service
themselves, contract with a private sector
provider or contact with another unit of
local government.
“While contracting with the private sector
to provide services is common for services
such as solid waste collection, building and
grounds maintenance, and fleet maintenance,
contracting with another unit of local
government is an underutilized option worthy
of greater consideration,” commented Eric
Budds, Association deputy executive director.
The state Constitution allows counties, municipalities and other political

NEWS
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jurisdictions to share responsibilities and
costs of providing services. An intergovernmental agreement is a tool used to
formalize this type of arrangement. For
example, intergovernmental agreements
are commonly used when providing the
service or program is not a full-time
responsibility; requires specialized training and/or skills which may be in limited
supply; or requires large investments in
manpower, facilities or equipment.
Examples of common programs or
services contracted though intergovernmental agreements include building and
zoning services, election administration,
law enforcement, victim assistance
services, road and sidewalk maintenance,
and municipal court functions.
Westminster, a city with a population
of 2,418 and 40 employees, relies heavily

on intergovernmental agreements.
Currently, Westminster contracts with
Oconee County for victim assistance
services, municipal election administration, building permitting and inspection,
and animal control. In addition, Oconee
County allows the magistrate court to
handle municipal cases.
According to City Manager Jeff Lord,
“This arrangement allows city residents to
receive quality services in a cost effective
manner that avoids unnecessary duplication and allows the city to focus its limited
resources on core services.”
At this year’s Annual Meeting, participants will have the opportunity to hear
from a panel of local officials sharing how
their municipalities use intergovernmental
service agreements to effectively and
efficiently provide programs and services.

Tammela Duncan, city clerk for
the City of Greer, earned the Certified
Municipal Clerk designation from the
International Institute of Municipal Clerks.

of Municipal Clerks’ Education and
Professional Development Committee.

Camilla Pitman, city clerk for the City
of Greenville, was appointed to serve
as chair of the International Institute

The City of Lancaster achieved
the coveted rating of Class 1 from the
Insurance Service Office. Nationally, only
97 of the 47,000 fire districts have a
Class 1 ISO rating.
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Future, from page 1 >
One other question worth
considering:

What will your community be like in
2035, one generation from now, if you
do nothing? If you simply watch and
wait as current trends play out and do
nothing to respond, what kind of legacy
will you leave?
In local government, the day-to-day
challenges seem endless. But great leaders
know that they have to invest time in the
future, too. They must carve out some
time to think about the kind of cities our
children and grandchildren will inherit—
and build proactively toward that.
Rebecca quotes one of her mentors
in saying, “You lead your life, or your life
leads you.” Her Annual Meeting talk will
focus on what it takes to lead a community using strategic foresight.
For more information about the 2015
Annual Meeting, visit www.masc.sc
(keyword: Annual Meeting).

Community
Visioning:
What happens
when business
leads?

Rebecca Ryan will present an additional
session at the Annual Meeting exploring what happens when business steps
up to lead a community’s visioning
process. Attendees will learn about the
Charleston Metro Chamber’s VisionLab process and how to apply a similar
model in other communities.
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Goal
setting

best practices
T

rying to figure out the best way to
set goals for your municipality? Or
have you gone through a strategic
goal-setting retreat in the past and nothing
changed in the daily workings of your city?
Experts in goal setting for municipalities offer a few suggestions: Be
sure everyone involved commits to the
process; insist on honest conversations;
set achievable goals and be willing to
change something that isn’t working.
“When you get started, it’s important
to have council buy-in and ensure that
everyone agrees about the process that will
be used to develop a plan. If you don’t have
that agreement, you won’t have a workable
plan,” said Jeff Shacker, a field services
manager with the Municipal Association.
Elected officials and staff come from a
variety of backgrounds and have different
perspectives. Some may not appreciate
the value of having a strategic plan. Some
may think that developing a mission
statement and goals are a waste of time.
Therefore, the first step is to ensure
everyone involved understands what a
strategic planning process entails and how
it will benefit the city.
Bill Taylor, also a field services
manager for the Association, said holding
goal-setting meetings away from city
hall helps remove distractions for both
council and staff. Taylor and Shacker
both stressed the importance of using an
outsider to facilitate the planning retreat.
If a town administrator or mayor steps
into that role, it takes them—and their
voices—out of the process, Taylor said.

Stacia Aylward, CEO of Virginiabased Zelos, agreed. Her firm provides
consulting and training for governments
and nonprofits in strategic management,
leadership development and productivity
initiatives. Zelos staff recently conducted
a three-part webinar series on strategic
planning for the Alliance for Innovation. Together with its partners, the
International City/County Management
Association and Arizona State University, the Alliance promotes excellence in
local government.
“These kinds of conversations—about
money, accountability, goals—are difficult
conversations to have. Having an unbiased and talented facilitator is critical.”
Aylward said.
Once the groundwork and ground
rules are set, council must honestly
assess the city’s strengths and weaknesses. Council needs to be aware
of what their town is capable of and
have an understanding of the external
factors that could impact city services
and programs. That way city leaders
can understand the city’s strengths and
shortcomings then figure out opportunities to partner with other stakeholders,
perhaps the county or chamber of
commerce, to accomplish its goals.
It’s also important to have different
levels of goals—some that can be accomplished in a few months and others that
will take longer, Shacker said. “Goals
can be lofty, but the objectives need to
be possible. On the other side, you don’t
want to set the bar too low,” he said.

“There has to be accountability,”
continued Shacker. “Objectives need
to be specific, concise, clear and
measurable. Each should spell out who
is responsible for accomplishing the
objective and should establish a timeframe for completion.”
The final step is to put the plan in
writing.
“At the end, you want to have a printed
document. Something the council can
adopt, measure progress by and revisit as
necessary,” Taylor said.
Shacker also stressed the importance
of monitoring the plan throughout
the year. “It’s important if you can link
actions council is considering back to
goals in the plan. When actions are
taken, council can look back at the
strategic plan and see where the action
under consideration ties in.”

Best practices
Don’t reinvent the wheel.

Decide on the framework.

If your city has held a successful
strategic planning workshop in the
past, don’t throw that work away.
The environment and staff members
may be different, but the services
that city governments provide don’t
change often. Hold on to what works
and build on it.

The words “mission,” “vision” and
“goals” all mean something different.
Be sure council and staff are speaking the same language.
Choose an outside facilitator.
Be flexible.

Know the outcome you want
before you start.
The steps you take in a planning
retreat will be different depending on
what you want to accomplish.

Situations change throughout the
year. It’s important to include ways to
monitor progress and revisit goals.
Source: Zelos
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FCC Issues
new rules
limiting local
government
authority
B

ecause of Federal Communications
Commission rules that go into
effect this year, city residents might
soon start noticing that cell towers
and wireless antennas are growing in
size, making them more noticeable
in the community. Although those
changes may help cities meet the
growing demand for broadband access,
some residents may find the additions
unsightly.
Unfortunately, the FCC rules that will
enable that growth also limit the ability
of a city council to control the character
of buildings and other structures in the
city. In some instances, the new rules will
require cities to modify ordinances and
adjust practices for authorizing the siting
and modification of cell towers and other
wireless infrastructure.
The FCC rules implement two
federal laws that control the siting and
modification of wireless infrastructure:

6
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the Communications Act of 1934 and
the Middle Class Tax Relief and Job
Creation Act of 2012, also known as the
Spectrum Act.
The Communications Act of 1934,
amended by the Telecommunications
Act of 1996, regulates the siting of certain
wireless facilities. The act generally
preserves local zoning authority and
provides that local governments have
authority over any request to place,
construct or modify personal wireless
service facilities. However, the act requires
local governments to act within a “reasonable time” after such a request is filed. The
new rules clarify, among other things,
what qualifies as a “reasonable time.”
The Spectrum Act also imposes
requirements on local governments
processing certain wireless facility
siting applications. Specifically, the
act provides that, notwithstanding the
provisions of the Communications Act,

“a state or local government may not
deny, and shall approve, any eligible
facilities request for a modification
of an existing wireless tower or base
station that does not substantially
change the physical dimensions of such
tower or base station.”
The FCC rules clarify the types of
wireless infrastructure modifications
covered by the act and set limits on a city’s
application process.
Implications for Cities
The FCC’s stated goal is to promote
the deployment of wireless infrastructure
and to update existing rules to reflect
changing conditions. Consequently, the
FCC’s new rules will affect how cities
review applications for modifications to
existing wireless infrastructure, as well as
some initial siting decisions.
The FCC rules will have potentially
wide reaching and detailed impacts on

how cities regulate wireless infrastructure. Cities should begin preparing
for possible changes required by the
FCC’s rules by working with their city
attorney, telecommunications staff and
those involved in wireless siting decisions to fully understand the effect of
these rules. In general, the following are
some of the key impacts cities should
consider.
Cities may need to update codes and
practices to reflect the streamlined
application process.
In previously enacted rules, the
FCC had imposed 90-day and 150-day
timelines for processing certain wireless
siting applications under the Communications Act.
In its most recent order, the FCC clarified how those timelines work, including
explaining that the timeline starts to
run from the date the application is filed
and runs regardless of any local moratorium. If the city does not act within the
required timeline, the applicant may seek
a remedy in court.
In addition, the FCC clarified that cities
may require applications for wireless infrastructure modifications under the provision of the Spectrum Act, but explained
that cities may only request documentation
that is “reasonably related” to determining
whether the application meets the requirements of the act.
The FCC also imposed timelines
similar to those used under the
Communications Act. As a result, cities
will have only 60 days to review and act
on an application under the Spectrum
Act, unless that timeline is tolled due to
an agreement between the parties or an
incomplete application (similar to the
tolling provisions of the Communications Act).
If a city has not issued a decision
within the 60-day review period,
accounting for tolling, the application
will be deemed granted when the applicant provides written notice to the city..
Therefore, cities will want to work with
their city attorney to understand how
the timelines work, and when they are
tolled, to ensure that an application is not
inadvertently granted.

Cities may need to update their review
process to include additional wireless
facilities.
The FCC clarified that the Communications Act timelines also apply to certain
smaller wireless infrastructure, including
small cells and distributed antenna
systems.
The FCC also adopted broad definitions of terms used in the Spectrum Act,
and those definitions bring additional
types of infrastructure and equipment
within the streamlined application
process. In addition, certain modification
decisions that some cities previously
thought were not subject to the Spectrum
Act now will have to be considered in the
streamlined process, further limiting local
control over modification decisions.
Cities may need to update criteria used
in siting decisions to remove subjective
factors.
The FCC adopted an objective standard for determining when a proposed
modification under the Spectrum Act will
substantially change the physical dimension of an existing tower or base station.
For example, for a tower in the public
right of way, a change that increases the
height of the tower by either more than 10
percent or 10 feet—whichever is greater—
will qualify as a substantial change.
Using that criteria, even if a modification of less than 10 feet will have a
noticeable or harmful impact on the
community, it may not be considered a
substantial change under the act unless it
meets one of the other criteria set forth
by the FCC. However, despite those
objective standards, the FCC clarified
that local governments may continue
to enforce and condition approval on
compliance with generally applicable
building, structural, electrical and safety
codes, as well as other laws with objective
standards reasonably related to health
and safety. Moreover, the FCC clarified
that changes that defeat existing concealment elements of a tower or base station
would qualify as substantial changes
under the act.
Along with the new rules, the FCC
issued written guidance in the form of
an order explaining the rules and the

background leading up to their adoption.
When implementing the new rules and
considering changes to the local code,
cities should review the FCC’s order for
further guidance.
Editor’s Note: Because of the complexities and nuances of the FCC’s rules, this
article is necessarily general and is not
intended to provide legal advice. This
article should not serve as a substitute
for competent legal counsel. City officials
should consult with their city attorney in
accordance with their city’s policies for
doing so, to ensure a full understanding of
the FCC’s rules.
The article appeared in the March 2015
edition of Local Focus, the magazine of the
League of Oregon Cities. It is reprinted here
with permission.

To help

cities comply
with the new

wireless broadband rules,
the National League of Cities
joined with representatives
of the wireless industry, the
National Association of Counties and the National Association of Telecommunications
Officers and Advisors to 1)
develop a model ordinance
and application for reviewing
eligible facilities requests; 2)
distribute wireless siting best
practices; 3) create a checklist
that local government officials
can use to help streamline
the review process; and 4)
hold webinars regarding the
application process.
This information is available
at http://bit.ly/1PRvIqj.
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Perspective:

Looking at the city through the
eyes of newspaper executives

This article is part of a series exploring how
various sectors of the community interact
with their city government. Community
newspaper editors and publishers say
they have goals similar to those of elected
officials and city leaders—improving the
sense of community and informing residents of what is positive, or what needs to
be addressed, in their community.

N

ewspapers and municipalities
share a similar aim—to work
for the residents and better the
community. Local news editors and
publishers say strong partnerships and
open communication between the two
entities are the best ways to achieve
those goals.
It’s important for newspapers to offer
comprehensive and fair coverage of city
issues. The newspaper is where people will

8
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look for answers to their questions on the
day-to-day business of their communities,
said Donna Tracy, editor of the Lake City
News & Post.
“The majority of residents will not
attend meetings and do not see those
challenges for themselves,” she said.
“Without fair reporting on the challenges
involved, be it the need to raise taxes
to maintain a failing sewage system or
a grant matching request to add new
benches to a community park, residents
see only a skewed picture of what is
happening in their town.”
A newspaper’s responsibility is to
represent accurately what is happening
in a community, added Bob Bouyea,
publisher of the Columbia Regional
Business Report.
“The decisions that a council makes
impact the community’s residents,”
he said. “They need to know what is

occurring in their city or town and be
given the opportunity to speak openly
either for or against. That could not
happen if the information is not made
public and reported on. Everybody wants
to live in a community that they can be
proud of, even the news staff.”
Elected officials and staff have the
same goal of serving their community and
making it better, according to Terry Ward,
assistant editor of the Lexington Chronicle.
“Regardless of the quality of service
a body or individuals, deliver if it is not
chronicled, people in the community
will likely not know the status of their
municipality. And they cannot rate the
performance of their leaders,” Ward said.
“Good media has some of the same goals
of elected officials and city personnel.
Improving the sense of community and
being a voice for what is good, or needs
to be addressed, are important. And it is

one of the major reasons newspapers are
established. Without the job of reporting
on public events, the worth of the newspaper would be diminished. Media needs
a relationship with local government to
enhance the product.”
That relationship is built through
communication and trust, according to
the editors and publishers. Tracy said
that when journalists stop by and have
a conversation with elected officials
and staff—even when not working on a
specific story—it demonstrates an interest
in the officials’ concerns and opens the
door for better information when a story
does present itself.
Ward said developing trust is another
component of having a relationship with
elected officials and staff.
“Always be honest with the people you
are dealing with,” he said. “If you ever
violate trust, relationships can become
strained and damaged. By being upfront,

even in uncomfortable situations, it helps
earn respect.”
To build a strong relationship, elected
officials and staff need to feel that the
newspaper will be fair to them regardless of
the story or circumstance, Bouyea added.
“And the newspaper needs to have
that same feeling of trust in that they will
respond honestly and timely, keeping
in mind deadlines,” Bouyea said. “Trust
doesn’t come easily, but having an open
and honest conversation with the publication’s leadership is a good first step in
establishing trust for both.”
As technology changes and people
consume their news in different ways and
from multiple sources, a community newspaper must continue to provide hyperlocal
information and a depth of coverage that
people cannot get elsewhere, Bouyea said.
However, papers cannot turn their backs to
other means of delivering this information,
such as Facebook and Twitter, he said.

“The ease and speed of access to
information from across the nation is
[available] at many peoples’ fingertips,”
said Tracy. “And many of today’s young
are digital-native; they have never known
a world without instant access to information. However, access to technology
in some readership areas—such as small
rural communities and poverty-stricken
areas—is not as ubiquitous as those with
access may think. Many local newspaper
readers are relying on their local newspapers to provide information about their
communities.”
“Giving readers information they
want and need is one of the essential
obligations of the local newspaper,”
Ward said. “And a connected, wellinformed and trained communicator is
a very valuable and integral link in any
community,” Ward said. “Regardless of
how the news is delivered, a journalist’s
role is the same.”

Delinquent debts?

Setoff Debt Program can help

T

he Setoff Debt Collection Act
allows local governments to collect
delinquent claims from debtors’
state income tax return. Since 1993, the
Municipal Association has operated the
Setoff Debt Collection Program to collect
these debts from taxpayers and distribute
the funds back to participating cities.
Each December, the Municipal
Association compiles and forwards to
the Department of Revenue a database
of delinquent accounts and debts owed
to municipalities participating in the
Association’s Setoff Debt Collection
Program. DOR matches the debts to
income tax refunds then forwards all
“setoffs” to the Municipal Association.
The Association then forwards the
revenue to participants.
Using software provided by the
Association at no charge, participants

“Since the program’s
inception…we have helped
participants collect more
than $47.5 million in
delinquent accounts.”
can submit an array of delinquent debts,
including but not limited to, utility bills,
garbage fees, property taxes and court
fines. Municipalities can also submit
unpaid business license taxes, hospitality
taxes, and tourism and development fees
if the business owner is a sole proprietor.
DOR must have the debtor’s social
security number to set off the taxpayer’s
state income tax refund. The Association
can assist entities with social security
number searches for a minimal cost.

“The program has been very successful
for our participants,” commented Miriam
Hair, executive director of the Municipal
Association. “Since the program’s inception in 1993, we have helped participants
collect more than $47.5 million in
delinquent accounts. In 2013, DOR set
off a total of 13,835 debts amounting to
about $2.9 million on behalf of our 160
participants.”
All entities interested in participating
in the Setoff Program in 2015 must
attend the mandatory training session
on July 28. New employees of current
participants who will be working with
the Setoff Debt Program for the first
time must attend the mandatory training
session on July 30.
For more information about the
program and upcoming training, visit
www.masc.sc (keyword: setoff).
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The role and powers
D

of the mayor

o you know what legal authority
your mayor possesses? Residents and
elected officials alike often misunderstand the role and powers of their mayor.
This confusion may stem from the very
definition of the term “mayor,” which
from its Latin root means “bigger.”
In the United States, most people
assume that mayors exercise a bigger role
and expanded powers compared to other
members of the municipal council.
In South Carolina, whether this
assumption is true or not depends on two
factors: the formal authority as defined by
state law depending on the municipality’s
form of government and the authority
granted the mayor by council.
There are three approved forms of
municipal government in South Carolina:
mayor-council (strong mayor), council
(weak mayor) and council-manager. In all
three forms of government, the legislative
or law-making function rests solely with
the municipal council as a body. All
members of the council, including the
mayor, have an equal vote. What sets
these forms of government apart is who
exercises administrative authority.
Only under the mayor-council form of
government does state law grant the mayor
administrative powers. Council may not
assume or delegate to anyone the statutory

10

uptown: june 2015

authority of the mayor. Under this form of
government, the mayor, by state law, serves
as the chief administrative officer of the
municipality, directing the day-to-day operations of all municipal departments, offices
and agencies. He has the sole power to hire,
suspend and fire all municipal employees,
except the city attorney, municipal clerk and
administrator, if one is employed.
In the mayor-council form of
government, the mayor also presides
at meetings of council and votes in the
same manner as all members of council.
It is the mayor’s responsibility to prepare
and present the annual budget to the city
council for consideration and report to
council on the finances and administrative matters of the municipality.
In the council form of government,
city council, as a body, is responsible for
administrative matters unless the mayor, a
councilmember, council committee(s) or
a administrator is formally authorized by
council to perform these functions. Council should pass an ordinance defining the
level of delegated administrative authority,
which can change at any time through an
ordinance amendment or repeal.
When these roles are assumed rather
than formally granted by council action,
there is a potential for confusion by residents and future councils. “It is important

to limit the unauthorized expansion of
roles and powers before they become
entrenched and assumed customary for
the position,” advised Eric Budds, Association deputy executive director.
Under the council-manager form, the
mayor has no administrative powers or
responsibilities beyond that of any other
member of council. A city manager serves
as the appointed chief administrative
officer for the city and is solely responsible
for all administrative matters. The mayor
and councilmembers are limited to a
legislative function.
It is common for the municipal council,
in the council and council-manager forms,
to allow the mayor to serve as presiding
officer at council meetings, to represent
the municipality at ceremonial events and
to sign documents approved by council.
These informal roles are discretionary and
subject to change by vote of council.
To learn more about the powers and
duties of mayor and council under form of
government, review the Forms and Powers
of Municipal Government handbook
available on the Association’s website, www.
masc.sc (keyword: publications).
The Association also offers an ondemand class on the forms of municipal
government. Access the course at www.
masc.sc (keyword: MEO)

Protecting the protectors
P

olice and firefighters put themselves
at risk every day as part of their
jobs. They are the ones rushing in
to a dangerous situation as others are
escaping.
It should come as no surprise that six
out of the top 10 claims from the Association’s two self-funded insurance pools
occur in police and fire departments.
Over a five-year period, the SC Municipal
Insurance Trust (workers’ compensation)
and the SC Municipal Insurance and Risk
Financing Fund (property and liability)
paid out almost $14 million in law
enforcement/public safety-related claims.
Public safety is a core municipal
service. Almost 84 percent of SCMIT and
SCMIRF members have police and/or fire
departments.
Recognizing the enormity of liability
exposure in these two areas, the SCMIT
and SCMIRF boards agreed to add a
staff member with experience in law
enforcement/public safety. Todd Williams,
formerly with Orangeburg County, started
work at the Municipal Association in
March. Williams has a background in risk
management, emergency services and law
enforcement.
When considering law enforcement/
public safety risks, the first is a risk to the
individual. “The city needs to ensure our
personnel are safe and go home to their
families each day,” explained Williams.
“They are choosing public safety as a
career. Our ultimate goal must be to keep
our employees safe.”
Law enforcement risks
In terms of the police department,
there are two areas of concern: vehiclerelated accidents and violent assaults.
Vehicle accidents ranked among the top
three causes of claims for both SCMIT
and SCMIRF.
“The issue we see often is overcorrecting when in pursuit,” explained Williams.
“The only time officers receive behindthe-wheel training is when they are at the

Criminal Justice Academy. They are put
on the track at that time and never again.
They are not being constantly trained
on high-speed chases and driving on
different terrains and during inclement
weather.”
Also, the Academy trains officers
using a Crown Victoria with a V8 engine
and rear-wheel drive. Local governments
today are buying police vehicles with V6
engines and front-wheel drive. “Different
dynamics come into play on how to
handle these cars during a high-speed
pursuit,” said Williams.
Williams also points to the distraction
of officers as they are required to multitask when in pursuit. They have to relay
information on the radio, scan ahead,
drive the vehicle, and keep a safe distance
between the patrol car and other vehicles. “The officers have to do all of these
things at one time and keep doing them
throughout the encounter.”
Fire risks
Fire officials experience numerous
risks when responding to a call. During
a fire, a structure’s interior can become
unstable and trap officers fighting the fire.
Heat injuries and heart attacks are also
concerns for firefighters.

“We need to make sure the firefighters
receive annual physicals and respiratory
fit tests, regardless of whether they are
paid staff or volunteers,” said Williams.
Unfortunately, these tests can be costly,
and some local governments do not make
them a requirement.
Fire services in the state have made
great strides in reducing risk by learning
from past incidents both statewide and
nationally. After both 9/11 and the 2007
Charleston Sofa Super Store fire, many
fire officials updated their training
and policies, specifically in the areas of
incident command, communications
and building construction.
Fire personnel have also adapted their
training to respond to previously unthinkable situations, such as responding to
meth lab explosions, chemical exposures
and hydrogen peroxide bombs.
Both police and fire officials report a
high number of claims involving strains,
sprains and falls. “These individuals
don’t have the luxury of doing stretching exercises or warming up before
they have to chase a criminal or jump
on the fire truck to respond to a fire,”
explained Williams. “But we can teach
them proper stretches that can be done
in the vehicles.”
Injuries are also occurring during
training exercises. “We need to analyze
the situation and determine what is going
wrong,” said Williams.
As part of his job, Williams will be
analyzing loss control and injury data to
identify trends and areas of concern.
“From there, we will develop a
strategic loss control plan for public
safety,” said Heather Ricard, director of
Risk Management Services. “Todd will
be providing consultative and technical
assistance to members and will develop a
law enforcement, fire safety and liability
onsite-member training curriculum.”
Williams will also serve as a resource
for the Municipal Association concerning
legislation that would impact public safety.
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A

t a rapid pace unlike any experienced
before, technology is having a significant impact on how cities conduct
business, deliver services and engage with
residents.
During the 2015 Annual Meeting,
Frank Hagy, an expert on technology
and its use by local governments, will
conduct a session looking at emerging
technologies and their impact on local
governments.
Hagy, retired director of technology
services for the Florida League of Cities,
spearheaded the League’s effort to look
10-15 years into the future to determine
what technologies and technology trends
would impact cities.
Hagy’s presentation at the Annual
Meeting will cover several of the 17
technologies identified by the League. He
will discuss their potential uses in cities,
how these technologies will affect cities
and how cities can plan for their use.

Through robust broadband connectiv- customers. The efficiencies that are availity, the future of citizen engagement will
able from a high-speed network will allow
be transformed.
business owners to be open for business
People will be able to vote with a smart- quicker than before.
phone, increasing
Further, as more
In 1992, there were 1 million
voter turnout and
businesses start relyPCs connected to the Internet.
decreasing the
ing on the cloud for
In the United States, there are
chance of voter
services, the need
currently 500 million devices
fraud. Candidates
for improved access
connected to the Internet, or
will be able to
and a higher speed
5.7 per household.
provide inforof connectivity is
Source:
Los
Angeles
Times
mation to voters
paramount. The
more efficiently,
high-speed connecand voter turnout will be at an all-time
tivity will be critical to a business’ survival
high. Meetings will become more involved, and will be a major factor in whether it
with residents being able to provide input
will choose to do business within a city.
for the discussion remotely and securely.
Finally, the presence of high-speed
Through such initiatives that are enabled
Internet throughout the city will provide
by broadband, residents’ trust in their local efficiencies that will allow the city to
government will increase simply by allowprovide a greater level of service, which
ing more opportunities for engagement.
will in turn save time and money. Code
A high-speed, broadband infrastrucenforcement officers can see who has paid
ture will also have an effect on quality of
fines and what the status is for pending
life and even safety. Such connectivity will violations. Transportation departments
Broadband
enable emergency responders to monitor
can remotely monitor traffic conditions
With the increased availability of
high-crime areas via remote surveillance.
and be able to change information on
modern technology devices and the
Building plans will be available via the
signs, as well as manage the flow of traffic
expectation that high-speed Internet
cloud for law enforcement, firefighters or
through signaling. Cities will be able to
is ubiquitous, a city and its constituemergency personnel when responding to improve the delivery of municipal services
ents must have access to a high-speed
an evacuation or other emergency.
with remote monitoring of meters that
network. With
will be able to detect unusual usage and
proper infrastrucsend an alert to the owner and city staff.
As of January 2014:
ture for high-speed
Cities can play an instrumental role in
90% of Americans adults have a cell phone
connectivity, cities
fostering
this advancement and use it to
58% of Americans adults have a smartphone
will be able to offer
the
benefit
of their residents, visitors and
32% of American adults own an e-reader
enhanced and
staff. Cities will need to work with private
42% of American adults own a tablet computer
additional services
industry, through a public-private partnerSource: Pew Research Internet Project, 2014
to residents, busiship, or find the resources to develop this
nesses and visitors.
infrastructure to help build a high-speed
A robust broadband infrastructure will
Broadband access will also be critical
network, particularly in public areas such
provide immediate access to systems
to attracting and maintaining businesses.
as downtown districts and parks.
and data and allow for all individuals
High-speed Internet will allow business
The bottom line is that in order to
in a city to thrive in ways never before
owners the ability to communicate
have a thriving community, high-speed
possible.
quickly with both government and their
Internet will be required.
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Technologies that will
Planning for a
cleaner, more sustainhave a significant
able future is critical.
impact on cities
The future of energy
1. Cloud computing
www.idtheftcenter.org/ITRC-Surveys_studies/2013-data-breaches.html
should be a citywide
2. Broadband
vision that doesn’t
3. Mobility
Energy
just focus on the latest technologies or is
4. Social networking
Energy production and clean, sustainentirely about cost savings but is one that
5. Citizen engagement
able usage are huge topics of discussion
makes the city a better place to live.
6. Big data
and will continue to provide city leaders
7. Advanced communications
with questions and concerns in the
Data confidentiality
8. Wearable computing
decades to come.
Other than its work force, the most
9. Driverless cars
A limited number of cities have an
important asset that a local government
10. Drones
energy utility. Those that don’t will never
has is its data. Keeping data safe from hack11. 3D printing
face the issues and challenges of providing ers is paramount. It is and will continue to
12. Healthcare
power to thousands of people. However,
be a hard-fought battle as attacks become
13. Energy
they still need to embrace technology
more frequent and sophisticated.
14. Robotics/artificial intelligence
and deal with the challenges of energy
Protecting data goes beyond keeping
15. Cybersecurity
consumption and the potential savings
the data in a secure database. It includes
16. Data confidentiality
that are available to local governments
building systems, policies and proce17. Smart cities
through green energy and sustainability.
dures, along with managing application
With more technology being utilized
platforms, to comply with (and even
Source:The Future is Closer Than You Think:
Cities Take on Technology
within cities, energy consumption by
supersede) established regulatory, ethical
residents and businesses will grow expoand legal standards. Additionally, data
nentially. To plan for the future, many
confidentiality must be a citywide effort
the technology department. It must be a
city leaders are working with their energy
that transcends all levels of government.
collaborative effort that includes all staff,
providers to understand what technologies
How can cities prepare and keep
including appointed and elected officials.
are available and to review their energy
needed data confidential and secure as
Training is essential. Staff and
consumption to find potential savings.
more and more data is created every day?
elected officials need to be well trained
Cost savings will always be a top priority,
Data confidentiality is much more
in all aspects of data security and must
and decisions made today can have a
than preventing the release of sensitive
understand what types of data have to
long-term effect on a city’s overall strategic
data to the public. It is also ensuring that
remain confidential. Many incorrectly
outlook, especially regarding energy.
data is not being changed in a malicious or believe all data a local government
In addition to cost savings, as clean
unintentional manner, such as an unautho- collects is subject to open records
energy becomes even more important
rized user changing budget data and the
requests. However, certain information
to residents, cities will continue to
city unknowingly releasing the incorrect
is protected by law and should not be
investigate energy conservation and ways
information on its website. Another
released to the general public or the city
to reduce their carbon footprint, such
example might be
may face liability and
as buying hybrid/electric/natural gas
releasing documents
legal issues.
Even with heavy emphasis
vehicles, implementing solar, replacing
that do not have the
As data continue
on security, breaches in
lighting with LED technology, and install- correct information
to
grow
exponentially
government agencies have
ing electric car-charging stations.
redacted (such as the been steadily increasing
and as attacks become
Residents and businesses are also
name of a minor in
more frequent, local
since 2009.
looking for ways to improve their power
a criminal case file).
governments must
consumption to save money and reduce
City officials must
keep their data secure
their carbon footprint. In the future, more prevent confidential information from
and confidential. Cities must have policies
businesses and homes will be built with
being made public or altered in order to
and procedures in place to ensure data is
solar technologies and older buildings
maintain the public’s trust.
protected now and in the future.
will be retrofitted. Now is the time for
Technology infrastructure must be
Information reprinted in part from The
cities to plan for these changes. Building
secure at all levels—network level, desktop
Future is Closer Than You Think: Cities
codes should be reviewed and updated
level and the “bring your own device” level. Take on Technology, published by the
to allow for the implementation of newer
The responsibility to ensure that data
Florida League of Cities. For a complete copy
technologies.
is secure is not limited to staff within
of the book, visit http://bit.ly/1FoasXH.
The Identity Theft Resources Center reported
473 breaches in 2012, with the number
increasing to 614 in 2013. Fifty-six of these
breaches were government related.
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concerns for local governments
F
or the second consecutive year, cybersecurity ranks as the top technology
priority for local government technology officials, according to a recent survey
conducted by the Public Technology
Institute.
The number of cyberattacks has
increased at an alarming rate. Target,
AT&T, Home Depot, JP Morgan Chase,
and even the White House have been
among the victims of data breaches just
during the past year.
Anyone who has data that needs to be
protected should expect to be the target
for a cyberattack, according to Sandy
Reeser, president of VC3, the Municipal
Association’s technology partner.
Cities large and small are utilizing tools
such as mobile devices and remote access
to improve their organizational efficiency
and the cost effectiveness of the services
they deliver. However, this also increases
their security risks, Reeser explained.
Because of this, cities and towns cannot
afford to ignore that additional efforts are
needed to protect the city’s information
from cyberattacks, he said.
The degree to which a city is affected
by a cyberattack will depend upon their
ability to protect sensitive information,
Reeser said.
“For some, these attacks will take
place, they will be defended successfully
and perhaps no one in the city will even
know they occurred,” he said. “For others,
however, their defense systems will be
breached or bypassed, and they will fall
victim to the attack and experience data
destruction, data loss or a data breach.”
Cyber liability deals with risks associated with the Internet and information
technology infrastructure and activities.
These risks are typically excluded from
traditional commercial general liability
policies. While coverage under cyber
insurance policies may include first-party
coverage against losses such as data
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destruction, extortion, theft, hacking
and denial of service attacks, insurance
coverage for such breaches generally is
very limited. A breach with far reaching
impacts could exceed the limits of
available insurance coverage, according to
Heather Ricard, director of the Association’s Risk Management Services.
Cities need to have a strategy to deal
with cyberattacks and to address cyber
liability, Reeser said.
First, cities must make sure that they
take reasonably prudent steps toward
preventing data breaches, he said. This
involves leveraging cost-effective tools
and technology that will provide a reasonable degree of protection from cyberattacks, educating the city staff on how to
behave in a prudent manner regarding
information security, and conducting
regular reviews and security audits by an
independent party to assess the effectiveness of the measures being taken.
Second, cities must have the tools and
technology in place to detect if and when
a data breach occurs. They also need to
have mechanisms in place to determine the
extent of the data breach should the city
fall victim to an attack, Reeser continued.
Finally, the city should have an incident
response plan that identifies the actions
it will take in the event of a breach. Much
of the plan will be centered on the type of
data that may be at risk, the extent to which
the city is responsible for notifications, and
the method and manner in which these
notifications will be delivered.
Employee education is a key component of cyber liability because, regardless
of what other security measures you take,
all of these can be bypassed through social
engineering or employees who fall victim
to things like phishing attacks, Reeser said.
It’s important to educate staff on
the common techniques used to gain
information or to entice employees into
clicking on links that will ultimately infect

both their information and the entire
network. Employees also need to receive
training on the many types of social engineering tactics aimed at getting people to
reveal information to outside parties who
are trying to breach personal data.
“These types of attacks have become
more and more sophisticated and so the
more you can educate your staff, the better
they will be positioned to recognize these
attempts and the better everyone will be at
protecting your data,” Reeser explained.
Employees need to be aware of such
scams, should never click on suspicious
links in emails, and should never provide
username and password information in
email or over the phone, Ricard advised.
Additionally, IT professionals can be
proactive by using assessment tools to
determine if their systems are susceptible
to a breach. Members of the SC Municipal
Insurance and Risk Financing Fund have
access to free tools through a partnership with NetDiligence, a cyber risk
management firm. NetDilligence provides
prebreach services and education through
an online tool called eRisk Hub.
Thus far, the Risk Management
Services has only had two cyber liability
claims. One involved an employee clicking on a pop-up ad from the Internet. This
launched a virus that triggered a breach,
according to Ricard.
Incident response and forensics are
critical in cyber liability cases, Ricard
said. Cities don’t want to inadvertently say
something to the local media or residents
without first understanding the potential
liability ramifications. While a breach can
occur, it doesn’t necessarily mean that
it has compromised critical data. Cities
should consult with an attorney who
specializes in breach responses to formulate a response, she said.
Additionally, cities should notify
local law enforcement, the SC Law
Cybersecurity, page 15 >
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Enforcement Division and even the FBI
when a breach occurs. Forensic specialists can identify the source of the breach
and help stop it from reoccurring,
Ricard said.

or any connection with state or federal law
enforcement, it must adhere to these new
procedures.
Prior to this, many cities and towns
were using a more narrow definition as to
whether the rules applied to them. The new
procedures are forcing agencies to change
practices. ”We didn’t realize we fell under
the guidelines, but we do,” Watson said. “We
refer to National Crime Information Center
numbers in reports. That’s regarded as
information that needs to be in compliance.
We had our own security, but we’ve had to
improve that.”
Florence isn’t alone. Cities are now
required to secure a system that they may
have been working with for years, said Joe
Foster, the virtual chief information officer
with VC3.
“These are reasonable and practical
precautions when you look at what kind of
information these agencies have,” Foster said.
The type of data local governments
hold in their systems includes social
security numbers, driver’s license numbers,
residents’ physical descriptions and other
information that could make them targets
for Internet hackers.
The new guidelines went into effect last
fall, and agencies were required to go through

IT security audits earlier this winter, Foster
said. SLED is now in the process of going
through all of the audits and determining if
each agency is in compliance. If an agency
failed the audit, SLED will work with each
one to remedy the problem, Foster said.
SLED’s recourse if an agency is not in
compliance would be to turn off access to
the NCIC system, meaning a police officer
wouldn’t be able to instantly check records or
learn about active cases in real time, he said.
“Once they have a direct data stream to
the FBI, they need to think about the best
way to secure that data,” Foster said. It can
be both expensive and confusing, with the
guidelines and changes spelled out in a thick
document.
His advice to city councils and others
grappling with the compliance regulations?
“Don’t be afraid of this. There are a number
of people who are well-versed in the
technology. You can work with SLED or a
company that does this kind of work. They’ll
give guidance.”
While there are individuals who will
work with local governments to ensure
compliance, local officials need to understand they are responsible for meeting the
new requirements to maintain the city’s
access to important law enforcement data.

Cities must follow more than just
South Carolina’s breach notification
laws. If the breach impacted individuals
outside the state, municipal officials must
also adhere to notification laws of all the
states involved. Also, penalties may be

applicable for each incident, so in addition
to the forensics and notification costs,
there could be additional costs, she said.
There will be a session and a Tech Talk
on minimizing cyber liability risk during the
Annual Meeting in July.
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here is no questioning the importance
of the Criminal Justice Information
Services. Offering immediate access,
24 hours a day, to information such as
outstanding police warrants and driver’s
license numbers, CJIS is a critical communications component for police departments
large and small.
But with that access comes a real and
justified concern—how to keep the data
secure.
“You see Internet crime, white collar
crime, it’s just unbelievable. It’s so easy
to be hacked, so we need to protect our
information,” said Angela Watson, accreditation coordinator with the Florence Police
Department. “It’s important to do everything we can to protect the data we use.”
All law enforcement agencies that access
CJIS information must have extensive
technology safeguards in place to protect
and secure the criminal justice information. Last fall, the State Law Enforcement
Division began requiring large numbers of
record management systems to fall under
CJIS compliance for the first time, with
SLED responsible for monitoring individual
agencies’ compliance.
If an agency has a National Crime Information Center record management system
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Calendar
For a complete listing of training
opportunities, visit www.masc.sc
to view the calendar.

JUNE
2 Accreditation in Business Licensing
Exam. 1411 Gervais St., Columbia.
11 SC Association of Stormwater
Managers Second Quarter Meeting.
Columbia Conference Center. Topics
include construction enforcement
response plan requirements in the SMS4
Permit, redevelopment incentives and
design standards.

JULY

AUGUST

15-17 Main Street SC. Beaufort. Topics
include establishing an architectural
review board, minimum maintenance
requirements for downtown buildings and
design incentives.

4 Accreditation in Business Licensing
Exam. 1411 Gervais St., Columbia.

16-19 Municipal Association Annual
Meeting. Hilton Head Island.
28 Setoff Debt Collection Program –
Mandatory Training Session for New
Participants. 1411 Gervais St., Columbia.
30 Setoff Debt Collection Program –
Mandatory Training Session for Current
Participants’ New Employees. 1411
Gervais St., Columbia.

5-7 Municipal Court Administration
Association of SC Annual Meeting.
Marina Inn at Grande Dunes, Myrtle
Beach. Topics include bond hearings,
bond estreatments, FOIA requests and
court financials.
9-12 SC Association of Municipal Power
Systems Annual Meeting. Embassy
Suites, Kingston Plantation, Myrtle Beach.
19 Regional Advocacy Meeting. Central
Midlands COG area. Municipal Association office, Columbia.
20 Regional Advocacy Meeting. Catawba
COG area. Rock Hill Operations Center.
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