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W hile carrying out their responsibility of public safety, 
officers are sometimes forced by the actions of others 
to undertake high-speed driving which by its very 

nature can compromise the safety of the motoring public. 
These pursuits sometimes end with vehicle collisions involv-

ing innocent people whose only involvement is being on the road 
at the time of the pursuit. Many officers are seriously injured or 
killed during these events as well. While the blame clearly lies 
with the subject who decides to flee, law enforcement is often 
blamed for the tragic results which occur during pursuits.

The United States Supreme Court has significantly limited the 
prospects of a plaintiff in bringing a federal claim against police 

officers or municipalities for pursuits ending in tragic results. 
However, there has been no such limitation on lawsuits based 
on state tort claims for these pursuits. Municipalities and officers 
must recognize that regardless of the lack of federal liability, 
there are still state law claims as well as exposure in state court 
for criminal actions brought against officers for reckless conduct 
undertaken during pursuits and the consequences of such 
conduct.

Most states have an “Emergency Vehicle Operation” statute 
which provides officers with the ability to violate various rules of 
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the road when on the way to a true emer-
gency or when in pursuit of a law violator. 
The statutes allow officers to exceed the 
maximum speed limit; pass stop signs and 
red lights after slowing to make sure it is 
safe; and to operate against traffic on roads 
where direction is controlled. The statutes 
vary throughout the United States, but 
most have a provision that the officer can 
only operate in an emergency fashion if 
the officer is using his emergency lighting 
or siren.

Generally emergency operation 
statutes have language indicating  that the 
officers are not relieved from the “conse-
quences of a reckless disregard for the 
safety of other motorists.” This language, 
which includes a “reckless disregard” 
provision, gives officers some heightened 
protection if a lawsuit occurs. 

Most states through their courts inter-
preting this language hold that an officer 
who has acted only negligently during a 
pursuit has not acted with reckless disre-
gard. Under South Carolina law, police 
vehicles are “emergency vehicles.” (SC 
Code 56-5-170) Unlike most states, the 
South Carolina statute does not have the 
“reckless disregard” provision but instead 
indicates: “The provisions of this section 
do not relieve the driver of an authorized 
emergency vehicle from the duty to 
drive with due regard for the safety of all 
persons.” (SC Code 56-5-760)

In Clark v. SC Department of Public 
Safety, the South Carolina Court of 
Appeals pointed out that in 1990 the 
South Carolina Legislature changed the 
language in the emergency vehicle oper-
ation statute from the common “reckless 
disregard” language to a “due regard for 
safety” of others standard. In doing so, the 
Legislature imposed a more significant 
duty of care on law enforcement officers 
while operating in the emergency vehicle 
mode. While not a straight negligence 
standard, it is a gross negligence standard 

which is much different than a reckless 
standard.

In an effort to protect officers, the 
public and even those who flee, municipal 
officials must develop reasonable policies 
addressing emergency vehicle operation 
and specifically pursuits. 

Officials should recognize that because 
of the state of the law in South Carolina, 
policies may need to be even more 
restrictive than in states that provide the 
heightened protection afforded under a 
recklessness standard. Some of the common 
restrictions would include limiting pursuits 
to those cases where the suspect is believed 
to have committed a violent felony or poses 
a threat to the motoring public prior to 
the involvement of the police. Heightened 
supervisory oversight along with reasonable 
pursuit termination provisions should be 
included as well. While there is a need to 
pursue suspects in many cases, this need 
must be balanced against the potential 
threat to the public and the pursuing officers 
during the pursuit.

The South Carolina Municipal 
Insurance and Risk Financing Fund and 
the Public Agency Training Council 
developed model policies for use by 
SCMIRF-member law enforcement agen-
cies. These policies cover the high risk 
critical tasks in law enforcement including 
pursuits. The pursuit policy balances the 
needs of law enforcement with the safety 
of officers and the public who may be 
impacted by these pursuits. 

Jack Ryan is a former police captain 
from Providence, Rhode Island. He 
currently serves as co-director for the Legal 
and Liability Risk Management Institute. 
Ryan will present a session on police 
pursuits at the 2013 Annual Meeting. To 
register for the meeting, visit www.masc.sc 
(keyword: Annual Meeting).

SCMIRF, a program of the Municipal 
Association, provides all lines of property and 
casualty coverage including tort liability for 
its member municipalities. For more informa-
tion, visit www.masc.sc (keyword: SCMIRF).
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On March 1, officials broke 
ground on the SC Inland Port in 
Greer, a $30 million facility that 

will link the upstate to the Port of Charles-
ton. With it comes the potential for scores 
of new jobs and economic development. 
In fact, leaders say the addition of the 
inland port could be as significant to the 
area as the BMW manufacturing facility 
was in the 1990s. 

The inland port will be located in the 
City of Greer and Spartanburg County, 
midway between Atlanta and Charlotte, 
NC, on the I-85 corridor. The upstate 
region — home to BMW, Michelin and 
GE — has the largest concentration of 
port users in South Carolina, according 
to SC State Ports Authority spokeswoman 
Allison Skipper. This existing user base 
along with the fact that the Port has 
owned some property in the area since the 
early 1980s were two primary drivers of 
the project, Skipper said.

The inland port will link the Charles-
ton Harbor and Greer by overnight train 
service, connecting the Port of Charles-
ton’s container facilities with the upstate 

some 212 miles inland. The facility is 
expected to be open by Sept. 1. 

The opening comes at an opportune 
time for South Carolina. The state’s 
exports hit a record high of $25.3 billion 
in 2012, marking a 2.23 percent increase 
over 2011, according to the SC Depart-
ment of Commerce. 

SCSPA expects exports to continue to 
outpace imports in the coming years. The 
Authority has a $1.3 billion capital plan for 
new and existing port facilities — including 
the inland port — and for deepening the 
Charleston Harbor to continue the state’s 
strides in trade, according to SCSPA. 

“We have been impressed at the level 
of interest in this project from both 
current and prospective customers of 
the port,” SCSPA President and Chief 
Executive Officer Jim Newsome said. 
“As the Southeast continues to lead the 
nation in exporting and as e-commerce 
distribution grows, the inland port will be 
positioned to speed the flow of commerce 
and serve as a catalyst for investment in 
the surrounding area.”

All of this means a major impact on 
not only the state, but also regional and 
local economies. 

“It’s a key piece of infrastructure for 
us,” said Brian Nash, director of busi-
ness development for the Spartanburg 
Economic Futures Group. “It will have an 
effect on the region as a whole.”

For cities like Greer, the real impact 
will come from the support businesses 
that likely will grow up around the inland 
port, said Greer Mayor Rick Danner. 

“Its potential for Greer is probably 
only second to the BMW announcement,” 
Danner said. “We continue to be amazed 
by that impact on our community. The 
inland port has the same ability to be 
transformational for Greer.”

Both Nash and Danner report that 
they already have been fielding calls from 
businesses interested in the development, 
including warehousing, logistics and 
trucking companies. 

Inland port’s economic impact 
expected to be substantial

Inland Port, page 4  > 
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What you need 
to know about 
a benefits 
program audit

Do not panic if your city gets a 
notice from the state indicating 
your benefits program is being 

audited. 
For many years, the Division of 

Employee Insurance Program performed 
audits on EIP-participating public 
employers. Last year EIP and the South 
Carolina Retirement Systems merged to 
form the new Public Employees Benefit 
Authority. The merger gives PEBA the 
opportunity to review both benefits 
programs for cities beginning in late 2013.

According to PEBA, its staff wants the 
experience to be as painless as possible 
and will coordinate the audit around city 
staff schedules. PEBA indicated its staff 
should be able to complete a municipal 
benefits audit within one day. 

The key for city staff is to have all 
payroll information available for PEBA 
staff members once they arrive.

The EIP review  
includes validating:
• benefit eligibility of personnel
• proper payroll deductions
• documentation for COBRA
• MoneyPlus compliance
• timeliness of payments to PEBA

The SCRS review  
includes validating:
• benefit eligibility of personnel
• proper payroll withholdings
• required documentation 
• appropriate reporting to PEBA

State law (Section 5-7-240) requires 
all municipalities, regardless of 
population or budget size, to submit 

a financial audit to the state Treasurer’s 
office within 13 months of the end of that 
municipality’s fiscal year

An audit must include all financial 
records and transactions of the municipal-
ity and any agency funded in whole by the 
municipality plus a report that includes 
the recording, collection and distribution 
of applicable court fines. 

Any municipality missing its audit 
submission deadline may have all of 
its state payments (including Local 
Government Fund dollars) withheld by 
the Treasurer’s office until the audit is 
received. The Treasurer’s office posts on 
its website a list of municipalities with 
late audits. 

While the Treasurer’s office isn’t 
required to evaluate the audit for accuracy, 
it is required to verify the appropriate 
collection and submission of court assess-
ments and fines for cities with courts.

State law requires that all audits must 
be performed by a CPA, public accountant 
or an accounting firm with no direct or 
indirect connection to the municipality. 
Auditors can be hired annually or for up 
to four years. While the city may retain an 
auditor for consecutive four-year terms, 
it must bid the contract at least every four 
years. 

The auditor must be selected within 
30 days of the beginning of the munici-
pality’s fiscal year. A council may release 
a Request for Proposal to hire an auditor, 
but this is not a requirement.

According to Larry Finney, partner 
in Green, Finney and Horton accounting 
firm, “The goal of the audit process is 
to gather the evidence necessary for the 
appropriate opinion to be issued as to 
whether the financial statements are mate-
rially correct. The audit should provide a 
reasonable assurance to financial state-
ments users that they can make decisions 
using these statements because they are 
materially correct.”

Annual audit requirements

Spartanburg was able to recruit 
Amazon to build a new fulfillment center 
there with the lure of the future inland 
port. Work is underway on a 131-acre 
industrial park, Velocity Park, that is 
located near the site of the inland port, 
and Danner said he expects to see similar 
developments in the future.  

It also could bring new life to old 
facilities, such as the 24.2-acre former 
Victor Mill site near downtown Greer. 
Local officials hope its proximity to the 
inland port could make it appealing for 
businesses looking to redevelop the vacant 
property. 

Many unknowns remain, including 
how the inland port will affect traffic, the 
environment and jobs, Danner said. 

“Obviously, the concept of an inland 
port is new to South Carolina. However, 
in other areas where such a site exists the 
impact can be substantial,” said Greer 

City Administrator Ed Driggers. “The 
challenge for us as a local community has 
been to plan for a balanced impact. The 
port will create jobs and add to the 
economic prosperity of Greer and the 
upstate. However, it will also bring addi-
tional truck traffic and additional rail cars 
— all of which must be planned for. We 
are partnering with the SC Ports Author-
ity, SCDOT and Spartanburg County to 
plan for those impacts.”

The Inland Port will be one of the 
projects discussed during the Economic 
Development Mobile Workshop offered as 
a preconference session for the Municipal 
Association’s Annual Meeting. Participants 
will tour other projects in Greer and 
Travelers Rest. The preconference workshop 
requires a separate fee to attend. The 
preregistration deadline is July 1. For more 
information, visit www.masc.sc (keyword: 
Annual Meeting).

Inland Port, from page 3 > 
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All construction projects with 
stormwater discharges that disturb 
one or more acres of land must 

follow new SC Department of Health and 
Environmental Control requirements to 
receive a Construction General Permit.

The 2012 Construction General Permit 
incorporates the Environmental Protec-
tion Agency’s Non-numeric Effluent 
Limits. The EPA standards require a 
range of erosion control measures and 
practices for construction projects, such 
as providing buffer zones around adjacent 
surface waters, controlling the velocity 
and volume of stormwater runoff, and 
promoting soil stabilization. 

Stormwater discharges from construc-
tion activities (such as clearing, grading, 
excavating and stockpiling) that disturb 
one or more acres, or smaller sites that 
are part of a larger common plan of 
development or sale, are regulated under 
the federal National Pollutant Discharge 
Elimination System. In South Carolina, 
EPA has given DHEC the authority to 
implement the stormwater program.  

Construction operators must receive 
a Construction General Permit from 
DHEC before beginning work. To receive 
the permit, the operator must file a 
Notice of Intent with DHEC along with 

a Comprehensive Stormwater Pollution 
Prevention Plan. 

According to DHEC, a Stormwater 
Pollution Prevention Plan is a sediment 
and erosion control plan that describes all 
of the construction site operator’s activi-
ties to prevent stormwater contamination, 

control sedimentation and erosion, and 
comply with the federal Clean Water Act.

For sites located in an area with a 
Municipal Separate Storm Sewer System, 
DHEC has delegated responsibility for 
reviewing the plan to the MS4. DHEC will 
issue the state permit after the MS4 has 
approved the Stormwater Pollution Preven-
tion Plan and issued the local permit. 

DHEC will automatically grant cover-
age to construction sites that have a 2006 
Construction General Permit. However, the 
operator must update its Comprehensive 
Stormwater Pollution Prevention Plan to 
come into compliance with the 2012 permit. 
This includes adding the required record 
logs to the Stormwater Pollution Prevention 
Plan, updating the frequency of inspections 
and using rain gauges. All Stormwater 
Pollution Prevention Plan updates must be 
completed by June 1, 2013.

DHEC offers several resources for 
understanding and complying with the 2012 
CPG on its website, including a template for 
developing an SWPPP. Visit www.scdhec.
gov/environment/water/swater/news.htm. 
Also, the SC Association of Stormwater 
Managers offered a training session on the 
new requirements at its quarterly meeting in 
March. For a copy of the presentation, visit 
www.masc.sc (keyword: SCASM).

A Municipal Separate Storm Sewer 
Systems, or MS4, is a system of convey-
ances that include, but are not limited 
to, catch basins, curbs, gutters, ditches, 
man-made channels, pipes, tunnels, and/
or storm drains that discharge into the 
waters of the state. To be recognized as 
an MS4, the state, municipality or other 
public entity must own the system and 
it must not be part of a publicly owned 
treatment works.

MS4s are designated as either large, 
medium or small based on urbanized 
areas as determined by the latest census. 
South Carolina has one large MS4 – 
the South Carolina Department of 
Transportation and four medium MS4s 
– City of Columbia, Greenville County, 
Lexington County and Richland County. 
There are also more than 70 regulated 
small MS4s in the state.

State issues new stormwater 
requirements for construction

The cities of North Charleston and 
Rock Hill received Sunny Awards 
from Sunshine Review, a national 
nonprofit that advocates for government 
transparency. Issued annually, the Sunny 
Awards honor the most transparent 
government websites in the nation.

In May, Hayes Holland joined the 
staff of the Municipal Association as 
an accountant for Risk Management 
Services. He previously worked at the 
Accident Insurance Company as a staff 
accountant. 

news BrIefs The Municipal Association received 
three awards from the South Carolina 
Public Relations Society of America 
for its website, Cities Mean Business 
magazine and its Achievement Award 
program. The SC Society of Association 
Executives also recognized the 
Association with its Best in the Business 
Award for advocacy and grassroots 
planning.
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For anyone required to file a South 
Carolina Statement of Economic 
Interests, the task can be daunting. 

Many are unsure about what to report and 
are fearful of making errors. 

Recently the Municipal Association 
staff met with State Ethics Commission 
staff to review the SEI and clarify what 
municipal officials need to know to 
properly report. The Municipal Associa-
tion will share this information through 
articles in upcoming issues of Uptown.

Who must file?
All municipal elected officials, 

candidates for municipal office, chief 
administrative officers (regardless of 
the name of the position, including city 
administrators or city managers), chief 
financial and procurement officers (or 
similarly titled positions) must file an 
SEI by April 15 each year for activities 
in the prior calendar year. Officials must 
electronically file the SEIs with the State 
Ethics Commission. 

Failing to file or intentionally misrepre-
senting information is a misdemeanor and 
could result in a fine, jail time or both. If a 
municipal official discovers errors or omis-
sions after filing, he should amend his filing 
as soon as possible. Officials can amend 
their SEI forms electronically at any time.

The first section of the SEI covers 
income or benefits and is divided into two 
parts: personal and family. 

Personal income/benefits
The personal portion includes infor-

mation on income and benefits the official 
receives. The personal income amount will 
generally be the same as the income stated 
on the W-2 issued by the municipality. 

If the official receives additional 
income or benefits (such as personal use 
of a publicly owned vehicle, car allowance 
or expense allowance of any kind, i.e., a 
cell phone allowance), he must add the 
value of this benefit to the total income 
and benefits reported. The municipality 
should issue a Form 1099 showing the 
value of the benefit(s) for tax purposes.  

The value of fringe benefits offered to 
all employees and officials of the munic-
ipality, such as contributions to health 
insurance, retirement and supplemental 
insurance, does not have to be reported 
if the benefit is offered uniformly to all 
employees. If the filer receives a higher 
benefit level or additional benefits, he 
must report the additional benefit/differ-
ence between the benefit given others and 
the value of his benefit. 

Reimbursement for actual incurred 
expenses while performing as a public 

official or employee is not considered 
income and does not have to be reported. 
If the official receives a per diem, he must 
provide the municipality with supporting 
documentation for expenses and return 
unspent money.

Family income/benefits
The second section asks the filer to 

report income or benefits immediate 
family members received during the prior 
calendar year from any state agency/
office or political subdivision of the state. 
This includes county, municipal, school 
district, special purpose district or public 
service district employers. 

Immediate family is defined as a 
spouse, child or other individual claimed 
as a dependent for income tax purposes by 
the filer or spouse. Likewise, the income 
amount will generally be the same as the 
income stated on the W-2 issued to the 
immediate family member(s) employed 
by one of the covered public entities. The 
filer must include any additional income 
or benefits from a covered public entity in 
the income calculation of the immediate 
family member receiving the benefit. 

Understanding the SEI requirements is 
the key to proper reporting. Next month’s 
article will cover reporting gifts.

How to properly report income Ethics
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Sixteen business licensing officials 
graduated from the SC Business 
Licensing Officials Association 

Training Program in April. The three-
year program is designed to improve the 
professional and administrative skills of 
participating licensing officials through a 
series of educational sessions. Completion 
of the program is a prerequisite for attain-
ing the Accredited in Business Licensing 
designation.

BLOA, an affiliate of the Municipal 
Association of South Carolina, helps 
members address the problems associated 
with administering and enforcing the local 
business and professional license tax.

2013 graduates (listed in alphabetical 
order): Renee Bennett, clerk of court, Town 
of Varnville; Joseph Carter, business license 
inspector, City of Aiken; Alvin Chambers, 
development director, Town of Kingstree; 
Ashley Clemmons, fee and license represen-
tative, City of Myrtle Beach; Nicole Combs, 

business licensing code enforcement officer, 
City of Spartanburg; Lynne Elting, business 
license/permit administrator, Town of Fort 
Mill; Kathy Hall, business license supervisor, 
City of Columbia; Susan Howell, accounting 
supervisor, City of Greer; Raymond Ishmail, 
business license specialist, Beaufort County; 
Teresa Moore, accounting clerk, City of 
Easley; Adrian Swinton; business license 

clerk, City of North Charleston; Diane Taylor, 
financial accountant, City of Lake City; 
Dianne Turner, accounting supervisor, City 
of Newberry; Donna Walker, administrative 
services clerk, City of Manning; Deborah 
Watkins, administrative assistant, City of 
Chester; Willia Wright, clerk/treasurer, Town 
of Santee.

Retirement reform legislation passed 
in 2012 by the General Assembly 
changed the disability retirement 

application criteria and calculations for 
participants in the SC Retirement System 
and Police Officer Retirement System. All 
disability retirement applications received 
after January 1, 2013, must include proof 
of Social Security disability benefits before 
the Public Employee Benefits Authority 
will approve the employee for disability 
retirement benefits. 

This is a significant change from 
the prior requirements. Before 2013, 

PEBA (formerly SC Retirement Systems) 
approved the employee for an occupa-
tional disability, meaning he could no 
longer perform his current job duties. 
Now an employee must prove he is 
permanently disabled according to the 
Social Security disability criteria to receive 
benefits.

The process for applying for disability 
benefits differs depending on which 
system the employee participates. 

South Carolina Retirement 
Systems covered employees 

• must file disability retirement 
application within 90 days of 
termination date;

• must have at least five years of 
earned service for Class 2 employ-
ees (hired before July 1, 2012), and 
eight years of service for Class 3 
employees (hired after July 1, 2012) 
unless the disability is a result of an 
on-the-job injury; and

• must have proof of Social Security 
disability benefits before the PEBA 
disability retirement benefits begin.

Retirement annuity is calculated on 
actual years of service. 

Police Officers Retirement 
System covered employees

• must file disability retirement 
application within 90 days of 
termination date;

• must have at least five years of 
earned service for Class 2 employ-
ees, and eight years of service 
for Class 3 employees unless the 
disability is a result of an on-the-
job injury;

• can be initially granted disability 
retirement benefits without 
proof of Social Security disability 
benefits; and

• must have proof of Social Security 
disability benefits before the third 
anniversary of the PORS disability 
retirement date. 

Retirement annuity is calculated 
using projected years of service as if the 
employee had worked to age 55 or accu-
mulated 25 years of service, whichever is 
less.

Sixteen graduate business licensing training program

Significant change for retiree disability benefits
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W es Ratterree started in IT in 
the late 1980s. He has been 
chief information officer for 

the City of Charleston since December 
2004. Before that, he worked in IT 
positions in the private sector. 

Much has changed since Ratterree 
began his career in IT 24 years ago. He 
recalls that personal computers and local 
area networks were fairly new then. There 
was virtually no mobility. Even personal 
mobile phones were just coming into the 
market and laptops didn’t exist yet. 

“Software was limited and equipment 
was expensive,” Ratterree said. “IT 
positions and requirements were not as 
clearly defined as they are now, and there 
was a significant amount of unknown 
territory in how to manage organizational 
IT environments and deploy new infor-
mation technology.”

Ratterree said the most significant 
trend he has seen is mobility, especially 
over the past decade. He notes having the 
flexibility to access and enter data and 
perform IT tasks in the field with portable 
and powerful hardware and software has 
become a requirement for many organi-
zations. This flexibility has driven most to 
invest in this technology to better support 
their operations. 

“Earlier on I would point to the shift 
away from mini/mainframe computers 
with dumb terminals to the now standard 
client-server based technology with 
PCs. However, with the advent of cloud 
computing, we appear to be circling back 
around,” Ratterree said. “Changes in 

As part of a series of articles on the duties and responsibilities of municipal employees, we spoke with three IT directors. Tasked with developing and managing information technology budgets, procurement and planning, all of these directors said they have seen rapid advances in technology over the years that have changed the face of IT.

A Day in the Life of an

IT director

technology occur more often and more 
quickly now than they did in years past.”

Keeping up with rapidly changing 
technologies can be difficult, said Leo 
Larkin, information technology manager 
for the Town of Summerville. 

“The biggest challenge in my job, and 
for most in IT today, is the increasingly 
dynamic nature of the IT industry,” Larkin 
said. “Technology is shifting and chang-
ing so much more rapidly now. It is an 
incredible challenge for a chief information 
officer/IT director to keep up with these 
changes, determine what best fits the oper-
ational needs of the organization, secure 

the funding and implement the technology 
in an effective way that will serve the 
organization long term without it needing 
to be replaced in just another two years.”

Larkin has been in his position with 
the town for the past six and a half years, 
having previously worked in IT for the SC 
State Ports Authority. One of the trends 
he has witnessed is the evolution of the 
typical user. 

“Desktops are beginning to be phased 
out because mobile devices are becoming 
more prevalent,” he said. “IT departments 
must learn how these devices fit in with 
the strategic plan of the organization.”

“Changes in technology 

occur more often and 

more quickly now than 

they did in years past.”

Wes Ratterree
Chief information officer,

City of Charleston
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Everyone wants mobile accessibility 
today because it gives them the ability 
to do their job anytime, anywhere, said 
Joshua Emory, information technology 
manager for the Town of Lexington. 

Emory has been with the Town of 
Lexington for more than seven years, 
serving as IT manager since 2009. Prior to 
working with the town, he was employed 
at a small software development company 
in Alexandria, Virginia.

Over the last year, Lexington has 
more than doubled the number of mobile 
devices it had the previous year and 
increased the resources employees have 
access to from those devices, Emory said. 
For instance, Emory is able to securely 
control his work computer from his cell 
phone. That allows him to unlock user 
accounts, make website changes and even 
make updates to the local community 
channel from virtually anywhere.

Although they work for municipalities 
of different sizes, these three IT directors 
still share many of the same duties. 

Ratterree’s responsibilities center 
on managing department staff and 
operations, IT budget development and 
management, IT policy development and 
enforcement, IT procurement, emergency 
management, strategic planning, and 
project development and management. He 
spends his days consumed with meetings 
or conference calls, and working on 
reports or projects. 

Larkin is responsible for network 
administration, email administration, help 
desk support, backups/restores, public 
safety support, managing employees, over-
seeing projects and preparing budgets. 
Along with dealing with normal work 
orders, he attends to managerial duties 
such as project planning, meetings and 
budgeting issues.

Emory is responsible for establishing 
and maintaining a budget and directly 
overseeing two employees, the GIS analyst 

and information technology specialist. He 
also is the database, network and server 
administrator as well as programmer. 

“From my perspective, I think in 
total that the IT duties in a small and 
large town are the same, with the biggest 
differences being scope and funding,” 
Ratterree said. “A larger city has larger 
operations requiring more, and some-
times different, technology to facilitate 
those operations, as well as the staff to 
implement and support it. In other ways 
it isn’t the size that makes a difference 

“Desktops are beginning to be 

phased out because mobile 

devices are becoming more 

prevalent. IT departments 

must learn how these devices 

fit in with the strategic plan of 

the organization”

Leo Larkin
 Information technology manager,

Town of Summerville

but the philosophy and priorities of the 
municipality in terms of what informa-
tion technology is implemented and how 
it is implemented.”

Emory said people typically don’t real-
ize how much work goes into running an 
IT program for a municipality. The Town 
of Lexington, for example, has a website 
that provides online services; a commu-
nity access television station; police, 
utility, building and finance departments 
that all rely on services that are hosted 
exclusively in-house; 350 networked 
devices; and 130 employees.

Ratterree said others also are surprised 
to learn what a significant role financial 
management plays in IT responsibilities. 

The job also comes with some unex-
pected duties. Ratterree has become part 
of the public safety team because of his 
work with emergency management. 

“IT plays a key role in this area in most 
organizations now, but it is elevated to 
an even higher degree in municipalities 
due to the need to maintain and support 
critical city functions and operations 
during a natural or man-made event or 
disaster,” he said. 

Emory is involved with running 
his town’s community access television 
station. Larkin, meanwhile, has played DJ 
for various town events such as the July 
4th fireworks show and the annual tree 
lighting. He also administers the town hall 
complex’s HVAC system — a computer 
controlled system that uses water from 
wells for the cooling system.

For Larkin, some of the most rewarding 
aspects of the job include finding solutions 
to complex problems and being proactive 
when it comes to new methodologies and 
processes. Ratterree enjoys successfully 
completing a project that allows city 
employees to do their jobs more effectively 
and efficiently. Emory is pleased that he’s 
helping to keep the Town of Lexington 
ahead of the technology curve. 
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T he challenges facing government 
continue to grow in volume and 
complexity as cyber security 

threats constantly evolve. More than 16 
million records from government and 
military organizations were involved in 
data breaches in 2012 alone, according 
to the Privacy Rights Clearing House. 
Dark Reading (a comprehensive news 
and information portal that focuses on 
IT security) reports a city government is 
included in its list of top 10 government 
breaches of 2012. (The attack on the South 
Carolina Department of Revenue ranked 
first.) And you’ve no doubt heard about 
the millions of passwords exposed due 
to attacks against LinkedIn and Twitter. 
Cyber security threats continue to explode 
at alarming speeds. Our ability to under-
stand the risks, and know what role we 
play in defending against those, has never 
been more important. 

To accomplish these goals we must 
change the culture of cyber security. 
There is still too much user complacency 
that “this will not happen to me” or that 
“someone else is responsible for it.” Cyber 
security is everyone’s responsibility. It can’t 
be left solely to the IT shop, a third-party 
provider or to chance. Too many users do 
not understand the threat and, therefore, 
fail to follow even basic cyber precautions. 

Cyber security must be a priority in 
both the business process and the budget-
ing process. Expenditures to prevent 
physical attacks on government systems 
and property generally always win over 
expenditures for cyber security. However, 

we must recognize that the consequences 
of a cyber attack can be as severe as a 
physical attack, and the cost to respond 
and recover will always be greater than the 
cost to detect and prevent. Making sound 
investments in cyber security (including 
training) based on risk analysis is imper-
ative particularly as local governments 
struggle with the ongoing fiscal crisis. 

Why is cyber  
security so important? 

Local governments maintain a tremen-
dous amount of data which is an attractive 
target for cyber criminals. Governments 
have a responsibility to residents and 
business partners — in both the public 
and private sectors — to safeguard the 
information with which they are entrusted 
and to keep mission critical operations 
functioning. 

We only need to look at the latest 
headlines to understand that the risks 
are real and that local governments are 
vulnerable: so-called “hacktivist” groups 
targeting local police departments across 
the nation, disgruntled employees hacking 
into municipal networks, and public 
health records being stolen by cyber crim-
inals are just a few recent cases targeting 
local governments.

Some specific examples of how your 
city’s computer system could be affected 
by a cyber security incident — whether 
because of improper cyber security 
controls, man-made or natural disasters 
or users wreaking havoc — include the 
following:

• Your websites might be disabled 
and unavailable.

• Cyber criminals could break into 
your systems and steal personal 
and sensitive information about 
your employees or residents.

• A virus could shut down your 
network.

• A laptop or mobile device could 
be lost or stolen putting any 
data on that machine at risk for 
compromise.

• A malicious user could “hijack” 
your computers and use them to 
attack other systems.

Current cyber threats  
you need to understand 

Mobile devices in the enterprise 
As the use of mobile devices grew in 

2012, so too has the volume of attacks 
targeted to them. Every new smart phone, 
tablet or other mobile device provides 
another opportunity for a potential cyber 
attack. Many enterprises have incorpo-
rated these devices into their networks. 
In some cases, organizations are allowing 
employees to “Bring Your Own Device.” 
This increases the cyber security risks for 
an organization particularly if it does not 
have control over the employee’s personal 
mobile device. Risks include access to 
corporate email and files, as well as the 
ability for the mobile device apps to 
download malware, such as keyloggers or 
programs that eavesdrop on phone calls 
and text messages. 

Think you don’t have to  
worry about cyber security? 
Think again!
By Krista Montie, Center for Internet Security 
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Ransomware
Ransomware is a type of malware that 

is used for extortion. The attacker distrib-
utes malware that will take over a system 
by encrypting the contents or locking 
the system. The attacker then demands 
money from the victim in exchange 
for releasing the data or unlocking the 
system. Once the victim delivers the 
payment, the attacker may or may not 
provide the data or access to the system. 
Even if access is restored, the integrity 
of the data is still in question. This type 
of malware and delivery mechanism will 
become more sophisticated in 2013. 

Social media
Use of social media sites has grown 

beyond just sharing personal information 
such as vacation photos and messaging. 
These sites are being increasingly used 
for advertising, purchasing and gaming. 
For 2013, attackers will look to exploit 
this volume and variety of data being 
shared from credentials or other 
personally identifiable information, 
such as social security numbers. 

Hactivism
Attacks carried out as cyber protests 

for politically or socially motivated 
purposes, or “just because they 
can” have increased, and are 
expected to continue in 2013. 
Common strategies used 
by hactivist groups include 
denial of service attacks and 
web-based attacks, such as SQL injections. 
A SQL injection is a technique that allows 
a user to inject SQL commands into a 
data-driven application. Once a hactivist 
compromises a system, the attacker will 
harvest data, such as user credentials, to 
gain access to additional data, emails, 
credentials, credit card data and other 
sensitive information.

Spear phishing attacks
Spear phishing is a deceptive commu-

nication, such as email, text or tweet, 
targeting a specific individual, seeking to 
obtain unauthorized access to personal or 
sensitive data. Spear phishing attempts are 

not typically initiated by “random hack-
ers” but are more likely to be conducted 
by perpetrators seeking financial gain, 
trade secrets or sensitive information. 

Cloud computing 
An increasing number of organi-

zations are engaging cloud service and 
traditional (nonvirtualized) IT hosting 
providers to build and manage their IT 
infrastructure off-premises, or “in the 
cloud.” While there can certainly be effi-
ciencies and cost-savings to this approach, 
there are risks. Do you really know where 
your data is and how it’s being protected 
in the cloud? A recent survey by Thales 
and the Ponemon Institute found that 
approximately half of the responding 

data, you have a major vulnerability. For 
example, the South Carolina Department 
of Revenue’s breach, which impacted 
3.6 million people, was a result of an 
employee unknowingly clicking on a link 
in an email that turned out to be mali-
cious, resulting in unauthorized access.

In many cases, an employee is not 
acting in a malicious way, but rather, 
doesn’t have the information and tools 
needed to take the appropriate steps to 
protect information. That’s why training is 
so essential.  

As Sophos reiterates in its 2013 
Security Threat Report: “Our efforts must 
focus on protecting and empowering end 
users…” Local governments frequently 
have multiple elected officials, part-time 
employees and outsourced information 
technology deployed. With access to 
computers and information assets, all 
employees and officials need to under-
stand their responsibilities for protecting 
the information they handle each day. 
Contractors must also understand their 
responsibilities, which should be delin-
eated in the nondisclosure agreements 
and contractor conditions in all contracts. 

• Training programs do not have to 
be complex or costly. 

• Train everyone — managers, 
employees, volunteers, interns and 
contractors.

•  Make sure users understand  
  and follow the organization’s 
policy. 

• Conduct training minimally on 
an annual basis. 

• Create a safe haven — training and 
awareness are not about blame. 
They are about improving behavior 
in order to improve our overall 
cyber security posture. 

The Center for Internet Security is a 
501(c)(3) nonprofit focused on enhancing 
the cyber security readiness and response 
of public and private sector entities with 
a commitment to excellence through 
collaboration.

Reprinted with permission from RISC 
Report, January-February 2013.

organizations transfer sensitive or 
confidential data to cloud environments, 
yet nearly two-thirds of respondents do 
not know what their cloud providers are 
actually doing to protect the sensitive or 
confidential data entrusted to them. 

What can you do? 

Training and awareness are essential 
We are only as strong as our weakest 

link. You can implement the best tech-
nology and as many controls as possible, 
but if end users don’t understand their 
role in protecting the city’s systems and 
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A sk 10 people what their definition 
of cloud computing is, or look 
up “cloud” or “cloud computing” 

online, and it is highly probable that you 
will receive many different an swers. That 
doesn’t mean these definitions are wrong; 
it means that each viewpoint is different 
and that the use of cloud computing varies 
from organization to organization.

That being said, the typical definition 
essentially states that cloud computing 
is “Internet-based computing.” Cloud 
computing allows users to access IT 
services regardless of the user’s location. 
Users are accessing services that are 
provided by a remote provider and 
accessed via an Internet connection. 
Pretty simple, right? Unfortunately, it isn’t.

Many variations of cloud computing 
exist. There is a public cloud (services 
offered by a third-party provider, off 
premises), a private cloud (cloud comput-
ing hosted inside an organization’s fire-
wall, generally on premises) and a hybrid 
cloud (servers hosted both in house and 
by an external service provider). There 
are different service offerings, such 

as software as a service, platform as a 
service and infrastructure as a service, 
among a variety of others. However, the 
bottom line is that fundamentally, cloud 
computing 

• is Internet-based computing, 
• consists of resources hosted at a 

remote location,
• can be accessed from any location 

that has an In ternet connection, 
and

• includes well-known applications 
such as
• web-based email, including 

AOL, Gmail, Yahoo and 
Hotmail, 

• online file storage, including 
iCloud, Dropbox and Microsoft 
SkyDrive, and

• productivity software, including 
Google Docs and Microsoft 
Office 365. 

As the cloud is becoming ever more 
prominent and organizations are rapidly 
adopting this technology, it is essential 
to know “the good, the bad and the ugly” 
re garding its usage. 

The good 
The cloud provides many advantages 

and benefits to most organizations. First, 
it can provide efficiency and cost savings 
by allowing scarce internal technology 
resources to be utilized for core func-
tions. With a cloud solution, there is no 
installation, deployment or maintenance 
of hardware and/or software by internal 
technology staff. Instead, the services are 
managed by the cloud provider, which 
dedi cates all necessary resources to 
providing them.

In addition, the cloud allows an orga-
nization to pay a monthly fee to access the 
services, rather than expend ing poten-
tially hundreds of thousands of dollars in 
capital costs to purchase hardware and 
software for a new system. Costs are based 
on usage, so the organization pays only 
for data usage or the number of users who 
need access to the system. 

Cloud service providers offer highly 
experienced staff who are specialized 
in supporting their particular software 
product and necessary hardware platform. 
Also, major cloud providers provide 

The cloud
a primer
By Mike Taylor, Florida League of Cities
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offerings that utilize numerous data 
servers, a well-designed network and 
mul tiple Internet connections in order 
to provide redundancy, reliability and 
constant access. 

The cloud also provides added flexibil-
ity to the orga nization. Not only do cloud 
services provide “anytime, anywhere” 
access from any Internet-enabled device, 
but they also allow for much faster 
deployment and delivery of IT services. 
Often new systems can be up and running 
in a matter of hours. 

The bad 
Despite all the benefits that the cloud 

can provide to an organization, issues 
exist that can cause discomfort. Many 
organizations have a fear of having hard-
ware, soft ware and data maintained and 
hosted by a third party. In the cloud, it is 
extremely difficult and often impossible 
to customize software. Concerns center 
on not being able to fix a problem when it 
arises, resulting in the organiza tion being 
completely “dead in the water” and having 
to rely on the service-level agreement 
and response time provided by the cloud 
provider. 

Security and loss of data control can 
be an issue as well. The organization has 
limited to no control of the data. In some 
instances, data is stored on one or more 
servers that are being accessed and used 
by potentially hundreds of other users. 
Other issues revolve around encryption, 
back up/disaster recovery, physical 
location and compliance is sues (Health 
Insurance Portability and Accountability 
Act, Payment Card Industry, for example.) 

Another potential drawback is the orga-
nization’s total reliance on Internet service 
providers. To utilize a cloud solution, an 
Internet connection must always be avail-
able. If an outage at the ISP occurs on either 
end of the connection, there is no way to 
get to the systems. Unless ISP redundancy is 
in place, both at the cloud provider and the 
organization, an Internet outage will result 
in loss of access to applications. 

The ugly 
Finally, we’ve all heard the horror 

stories regarding cloud technologies and 
outages. Perhaps the most publi cized was 
Amazon.com. Parts of Amazon’s cloud 
services were out for a total of four days. 
Many businesses that didn’t have a contin-
gency plan in place were severely aff ected. 
Gmail and Microsoft Office 365 users have 
also been affected in the past. Gmail users 
were affected when they logged in and had 
nothing in their inboxes, while Microsoft 
users had sporadic access to email twice 
in one month. Other major cloud outages 
have affected PayPal, Intuit and Salesforce. 

In addition to outages, security 
breaches are a grave concern when host-
ing data and applications in the cloud. 
Fortunately, outages are much more 
common than actual security breaches 
in the cloud. The most widely publicized 

breaches included Dropbox users’ email 
addresses and some usernames and 
passwords being stolen and accessed by 
hackers; an Apple iCloud account being 
accessed and all devices wiped by a 
hacker; and LinkedIn having mil lions of 
usernames and passwords compromised.

What the cloud means to cities
Cities of all sizes can benefit from 

strategically using the cloud. In fact, many 
municipalities are already utiliz ing cloud 
technologies. From email and storage 
to securi ty, office suites and financial 
systems, cities are beginning to realize 
the benefits of such a move. Smaller cities 
with no technology department staff, or 
medium and large cit ies with limited staff, 
can easily utilize the cloud for ac cess to 
robust accounting packages, email, help-
desk and other applications. 

While the cloud can alleviate some budget and staffing issues when 

used in a strategic manner, all organizations must do a thorough 

cost-benefit analysis to ensure that mov ing to the cloud will truly 

save time, money and/or re sources. 
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Sumter officials have faced the same ongoing budget 
constraints as many communities because of the weak 
economy coupled with increased demands for city 
services. In 2012, Sumter made the strategic decision to 
move to a private cloud hosted desktop solution for its IT 
services as one way to meet some of its budget challenges.

“Sumter’s hosted desktop solution has the look and 
feel of a traditional computer. However, all of the software 

and data reside on servers located in a secure data center, 
or ‘in the cloud’, which gives the city a more strategic way to 

manage its IT resources and associated costs,” explained Larry 
Mattox, VC3’s government solutions specialist. VC3 is the Munici-
pal Association’s technology partner.

The cloud-based solution has relieved the City of Sumter from  
having to purchase, install and support IT equipment and appli-
cations for many of the city staff. Instead of significant capital 
expenditures, Sumter officials now budget for a consistent 

monthly IT charge. The PCs, servers, software licensing fees 
and other equipment are part of the city’s cloud service.

“As an added benefit, 
our employees have access 
to the most up-to-date appli-
cations, and our data is housed 
in multiple VC3 secure data centers,” 
explained Sumter City Manager Deron McCor-
mick. “This fits in with our overall business continuity 
plan. In case of a disaster, we will not lose access to our 
applications or data. With this hosted desktop solution, our 
city’s data is always available from any location using any 
device. We will be able to continue to operate and provide city 
services.”

Unlike many public cloud vendors with shared resources, a private 
cloud solution provides each municipality with its own dedicated 
resources to ensure a secure environment with high performance.

“In Sumter, we have gotten completely out of the day-to-day 
IT business,” concluded McCormick. “The cloud allows staff to 
focus on more strategic tasks and spend more time serving our 
residents.” 

While the cloud can alleviate some 
budget and staffing issues when used in a 
strategic manner, all organizations must 
do a thorough cost-benefit analysis to 
ensure that mov ing to the cloud will truly 
save time, money and/or re sources. Cities 
must also be cautious when moving to the 
cloud, especially with document manage-
ment and public-records laws. Before 
any organization moves to the cloud, the 
following questions should be asked.

• Is the solution secure? Are there 
any Health Insur ance Portability 
and Accountability Act, Payment 
Card Industry, Sarbanes-Oxley or 
other considerations?

• Is the provider financially stable? 
How long has it been in business or 
hosting cloud solutions?

• Will there be reliability issues after 
moving to the cloud? Can current 
infrastructure handle such a move?

• Is integration to existing infra-
structure, applica tions and services 
needed, and will the cloud solu tion 
allow for such integration?

• Will the cloud save money?
• What is the organization’s risk 

tolerance level?
If the answer to any of these ques-

tions is not satisfac tory, moving to the 
cloud may not be the right initiative to 
undertake.

The bottom line
Cloud computing can offer many 

advantages and ben efits to organizations 
of all sizes. The cloud can enhance staff 
and support, provide cost savings, and 
provide needed reliability and flexibility to 
the organization that may not be available 
through traditional computing. Although 
there are issues that still arise from time to 
time, cloud service providers are learning 
from outages and security is sues and 
becoming more stable and robust, causing 
overall confidence to increase in cloud 
computing.

Mike Taylor, CCIO, is associate director 
of technology plan ning and development for 
the Florida League of Cities. 

Reprinted with permission from Quality 
Cities, March/April 2013.

Sumter
moves to the cloud
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T hroughout the Annual Meeting, 
attendees can attend 15-minute tech-
nology demonstrations. Presented by 

staff from the Municipal Association and 
VC3, the Association’s technology partner, 
these sessions are designed specifically 
for elected officials. In these nontechnical 
sessions, attendees can learn about a wide 
range of technology topics in a short 
amount of time.

What you need to  
know about the cloud

Just because everyone is moving to 
“the cloud,” is it the right decision for 
your municipality? All cities and towns, 
regardless of the size of their population, 
staff or budget, have access to technology 
they may not otherwise been able to afford 
because the cloud eliminates the need to 
purchase costly IT equipment, services 
and applications. Find out the services 
available in the cloud and questions you 
should ask before making the move.  

Eliminate IT  
budgeting headaches 

In 2012, Sumter officials made the stra-
tegic decision to get out of the day-to-day 
technology business.  Hear what went into 
that decision-making process, the lessons 
they learned and how Sumter has changed 
the way it budgets for IT.

Is your municipality considering 
going paperless? 

Cities around the state are doing more 
with less – less paper that is. Advances in 
technology continue to make moving to a 

paperless council meeting a viable option 
for more and more municipalities. See 
what other South Carolina cities are doing 
and how your municipality can success-
fully go paperless.

How to ensure your  
critical data is secure 

The task of securing your munici-
pality’s data goes beyond the IT staff. It 
starts at the top. Discover how to detect 
vulnerabilities using security audits and 
social engineering. Learn the key elements 
all technology policies should have. With 
proper IT security processes, technology 
and policies in place, you can rest assured 
your data is secure. 

Stop making costly IT mistakes
It’s a fact – money is wasted every year 

because of poor technology decisions. 
Discover how a technology roadmap 
can help avoid these costly mistakes 
by developing a long-term plan for IT 
expenditures. 

Are you confident in  
your disaster recovery plan?

If a disaster strikes, will you be able to 
access files and databases, provide essen-
tial city services, and begin the recovery 
process? With cities relying more and 
more on technology to operate and with 
increased security concerns, just backing 
up data is not enough. Learn the critical 
components for a successful disaster 
recovery and business continuity plan.

A better option 
for securing municipal data                         

Is your municipality’s data as secure 
or as accessible as it should be? Explore 
how a cloud-based solution offers a more 
secure, affordable and reliable option than 
traditional backup solutions, while also 
addressing disaster recovery needs.

Is your website up to the task?
Today’s municipal websites must 

meet the needs of a variety of visitors. 
Is your website providing information 
and services to residents while attract-
ing visitors, businesses and potential 
residents? Learn the components of an 
effective municipal website and the pitfalls 
to avoid.

Email archiving…a retention 
and productivity tool 

As retention policies evolve to take 
into account electronic documents, an 
email archiving solution can be invaluable 
to your municipality. Learn how archiving 
emails can also increase productivity.

Seven services available 24/7
Need a model ordinance for dealing 

with dilapidated buildings, salary range 
for a new department head or training on 
governance or risk management issues? 
The Association’s website offers these 
services and more. See what is available 
and how to access it.

2013 Annual Meeting  |  July 18 – 21, 2013  |  Greenville, SC
Tech Talks
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JunE
6 SC Association of Stormwater Manag-
ers Second Quarter Meeting. Columbia 
Conference Center.

13 South Carolina Local Government 
Management Training Program: Public 
Budgeting. Kingston Plantation, Myrtle 
Beach. Designed for city and county 
managers/administrators new to the 
profession or to South Carolina.

23-26 SC Association of Municipal 
Power Systems Annual Meeting. Sonesta 
Resort, Hilton Head Island.

JuLy 
18-21 Municipal Association of South 
Carolina Annual Meeting. Hyatt Regency 
Greenville.

31-Aug 2 Main Street South Carolina 
Retreat. Pawley’s Plantation, Pawley’s 
Island. Topics include design, economic 
development and local Main Street 
Program funding.

AuguST
7-9 Municipal Court Administration 
Association Annual Meeting. Avista 
Resort, North Myrtle Beach. 

SEPTEmBER  
11-13 Municipal Clerks and Treasurers 
Institute - Session II. Clarion Hotel 
Downtown, Columbia. Topics include 
levels and forms of government, business 
license administration, and the role of the 
municipal clerk.

12 SC Association of Stormwater 
Managers Third Quarter Meeting. 
Columbia Conference Center.

18-20 Municipal Technology Associa-
tion of SC Annual Meeting. The Westin 
Poinsett, Greenville

19 Municipal Elected Officials Institute 
of Government: Municipal Economic 
Development and Forms of Municipal 
Government. Via Web stream. Councils 
of Governments’ offices.

1411 Gervais Street | PO Box 12109
Columbia, South Carolina 29211
Tel: 803.799.9574 | Fax: 803.933.1299
www.masc.sc
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Calendar For a complete listing of training opportunities, 
visit www.masc.sc to view the calendar.


